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Abstract. The paper at hand proposes BSIEM-IoT, a Security Information and Event Management solution (SIEM) for the Internet of Things
(IoT) relying on blockchain to store and access security events. The security events included in the blockchain are contributed by a number
of IoT sentinels in charge of protecting a group of IoT devices. A key
feature here is that the blockchain guarantees a secure registry of security events. Additionally, the proposal permits SIEM functional components to be assigned to different miners servers composing a resilient
and distributed SIEM. Our proposal is implemented using Ethereum and
validated through different use cases and experiments.
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Introduction

The Internet of Things (IoT) has brought uncountable benefits in a number of
diverse and relevant environments. Yet, one of its current major drawbacks lies
in the lack of security solutions to protect these systems against cyber attacks.
One approach in this regard consists in processing the security events coming
from such ecosystem and use them to prevent, detect and mitigate security incidents [2]. Security events, stemming either from IoT devices or from intermediate
security components, are collected and sent toward a centralized Security Information and Event Management (SIEM) server to detect such incidents using one
of its available modules (correlation rules, policies, statistic models).
In this regard, the integrity of the security events is critical, since an alteration of this data could induce false alarms. Likewise, availability is another
security requirement for those security events: all the security events should be
available to the SIEM modules in a timely manner, as well as resilient against
denial attacks. Furthermore, traceability is also a key requirement here. A comprehensive registry of all event operations should be kept and maintained to
support an effective audit in case of a potential security violation.

